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IIpunoxenue [{

ITactiopt
OIOCHOYHBIX MATCPUAJIIOB JJIA IIPOBCIACHHA TCKYIICTO KOHTPOJIA U
HpOMC)KyTO‘-IHOfI aTTeCTannun OGy‘-IElIOH.II/IXC}I 10 JUCIHHUITIIMHE (MOI[yJ'IIO)

HNudopmanronnas 6€300acHOCTb B TPO(heCCHOHATBLHON NeSTeIbHOCTH

[lepedyeHb OLIEHOYHBIX MAaTEPUAJIOB U MHAUKATOPOB JOCTHKEHUSI KOMIIETEHLIUH,
c(OpPMHPOBAHHOCTH KOTOPHIX OHU KOHTPOJIHUPYIOT

Koib1 ”BAMKATOPOB NOCTUKEHHUS Howmep
HanmeHoBaH#e OIICHOYHOT'O CPENICTBA
bopMUpyEeMbIX KOMIIETECHIUH MPUIIOKEHUS
Tect W-1 nks UJI-2 nik-s 1
Pedepar (3cce, moxman) WT-1 ks UJT-2 ncs 2
3ayer WNI-1 nxs U-2 nik-s 3

Pazpaboranu: Nl AA. Ouaunmos

C.O. 1BanoB
Yr1BepxkaeHo Ha 3acenanuu kadenpsl « MHPopMaMOHHBIE CHCTEMBI»
npoTokoa Ne 3 ot «11» okrsa6pa 2021 roga

-

3aBenyrouuii kageapoii = A.A. PomaHoB
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L. Texkymui KOHTPOJIb

[Tpunoxenue 1
Tectol

1. [Ipouenypa npoBeieHNs TECTUPOBAHUS

Konunuecto IMPOBOAUMBIX TCCTOB B TCUCHUC BCCTO 1
TECT
nepruoaa OCBOCHUA TUCHUIITIMHBL

OO611ee KOJIMYECTBO TECTOBBIX BOMPOCOB B OaHKE
30 BompocoB
TECTOB

KonuyecTtBO  3amaBaemMbIX TECTOBBIX BOMPOCOB B
10 BompocoB
OJITHOM TeCTe

dopMar poBeACHNS TECTUPOBAHUS IInceMeHHBIN /
ONEKTPOHHBIN
Cpoxu / IleppoauyHOCTH IIPOBECHUS
B KOHIIE ceMecTpa
TECTUPOBAHUS
2. [[Ixana oueHUBaHUS C YYETOM CpOKa CIa4yu
KonndecTBo npaBuiibHBIX 0TBETOB / [IpOIIEHT paBUIIbHBIX OTBETOB bann
bonee 75% OtnnyHO
55-75% Xopomo
40-55% Y 10BIIETBOPUTEIIBHO
Memnee 40% HeynosneTrBoputenbHO
3. TecToBble 3anaHus

HpaBI/IHLHHe OTBCTHI BBIACIICHBI )KUPHBIM.

1) K npaBoBeIM MeTOaM, 00eCTICUNBAIONIMM HH(POPMAIIHOHHYIO O€30I1aCHOCTb,

oTHocsTCs: - Pa3paboTka anmapatHbIX CpecTB 00ecieueH s PaBOBBIX JaHHBIX

- Pa3paboTka u ycTaHOBKa BO BCEX KOMIBIOTEPHBIX IIPABOBBIX CETSX KYPHAJIOB y4eTa JeHCTBUI

- Pazpa0oTka u KOHKpeTH3alHs NPABOBbLIX HOPMATHBHBIX AKTOB o0ecne4yeHns 0e30NaCHOCTH

2) OCHOBHBIMH NCTOYHHKAaMH YTP0O3 HH(POPMAIMOHHON O€30MIaCHOCTH SBJISIFOTCS BCE YKa3aHHOE B
cricke: - XUIeHUE )KECTKUX JUCKOB, MOAKIIOYEHHE K CETH, HHCAHIepCTBO

- [lepexBaT AaHHBIX, XHIIEHHE JAHHBIX, H3MEHEHHE APXHTEKTYPHI CHCTEMBI

- XUIIeHne JaHHBIX, TOJIKYTI CHCTEMHBIX aIMHHUCTPATOPOB, HAPYIICHHE peTIaMeHTa padoThI

3) Buner nHpOpMAaIMOHHOH 6€30MaCHOCTH:

- IlepconanbHas, KOPHOPATHBHAS, TOCYAPCTBEHHAS
- Knnenrckasi, cepsepHasi, cereBast

- JlokanbHas, TIo0anbpHast, CMEIIaHHAS

4) Lenn nHMOPMAIMOHHON O€30MIaCHOCTH — CBOCBPEMEHHOE 00HApY KEHHE, IPEAYIPEKICHHE:
- HeCAHKIIMOHUPOBAHHOIO 10CTYNa, BO3/IeiiCTBUA B CETH

- MHCalJIepCcTBa B OPTaHU3ALINH -

4pe3BBIYAIHBIX CUTyaluN

5) OcHOBHBIE 00BEKTHI HH(GOPMAIIMOHHOM 0E30MaCHOCTH:

- Komnbiorepusie ceT, 6a3bl JaHHBIX

- UapopMannoHHBIE CHCTEMBI, ICHXOJIOTUIECKOE COCTOSTHUE TTOJTE30BaTEIICH
- bu3Hec-opueHTHpPOBaHHBIE, KOMMEPUYECKHUE CUCTEMBI




6) OCHOBHBIMU pUCKaMH HH()OPMAIIHOHHON 0€30TIIaCHOCTH SIBJISIOTCS: -
Hckaxenue, yMeHbllIeHHE 00beMa, IEPEKOTUPOBKA HHPOPMAITHH

- TexHMYeCKOE BMEIIATENbCTBO, BRIBEICHUE M3 CTPOSI 000PYIOBAHHS CETH
- Ilorepsi, uckakenue, yreuka muHGopmMauuu

7) K ocHOBHBIM IprHIMNAM 00ecreYeHns] THPOPMAIMOHHON 0€30MacHOCTH OTHOCHTCSL:
- IKoHOMHYecKOii 3P PeKTHBHOCTH CHCTeMbI 0€30MACHOCTH

- MHoromtathopMeHHO peaan3ayuy CHCTEMBI

- Ycusenust 3alIUIIEHHOCTH BCEX 3BEHbEB CHCTEMBI

8) OcHOBHBIMU CYOBEeKTaMH HH(GOPMAIIMOHHON 0C30MACHOCTH SBIISIFOTCS:
- PYKOBOJHTENH, MEHEIKEPHI, aAMUHUCTPATOPHI KOMITAHUH

- opraHsl paBa, rocyaapcraa, 0u3Heca

- ceTeBbIe 0a3bl JAHHBIX, (haCPBOILIBI

9) K ocHOBHBIM (DyHKIMSIM CHCTEMBI O€30ITaCHOCTH MOKHO OTHECTH BCE TIEPEUHUCIICHHOE:
- YcTaHoB/IeHHe perjiaMeHTa, ayAuT CHCTeMbI, BbISIBJICHHE PHCKOB

- YcTaHOBKa HOBBIX O(HMCHBIX MPUIIOKESHHUH, CMEHa XOCTUHT-KOMIIAaHUN

- Brenpenne ayrenTudukanmm, mpoBepKH KOHTAKTHBIX JaHHBIX TOJIB30BATENCH

10) INpuanmmoM nHPOPMAINOHHONW OE30MACHOCTH SBIISIETCS IPHHLINAT HEJOMYIICHNS:
- HeonpaBaaHHbBIX OrpaHUYeHUii IPpU padoTe B ceTH (CHCTEME)

- PrickoB 6e301acHOCTH CETH, CHCTEMBI

- [Ipe3ymnuuu cekpeTHOCTH

11) IpuHIHAIIOM TOTUTHKHA HHPOPMALTMOHHONW O€30MAaCHOCTH SBIISACTCS IPHHLINI:
- HeB03MOKHOCTH MMHOBATBH 3aLIUTHBIE CPEACTBA CETH (CHCTEMBbI)

- YCuIieHust OCHOBHOTO 3BE€HA CETH, CUCTEMBI

- [omHOTO G6IIO0KMPOBAHUS AOCTYTIA IPH PUCK-CUTYALIUSIX

12) IIpuHIMITOM TOJTUTHKHA HHPOPMAITMOHHOW OE30MACHOCTH SBJISCTCS MPUHIIUIL:
- Yeuiienus 3allMIIEHHOCTH CaMOT0 He3aIMIIEHHOr 0 3BeHa ceTH (CUCTeMBbI)
- [lepexona B 6e30macHOe COCTOSTHUE PaOOThI CETH, CHCTEMBI

- [lonHoro noctyna mnoyib3oBaresneil Ko BCeM pecypcaM CeTH, CHCTEMBbI

13) IIpuHIAIIOM TOTUTHKHA HHPOPMATMOHHONW O€30MACHOCTH SBIISCTCS IPHHLINT:

- Paznenenus nocryna (o0si3aHHOCTel, NPUBHUJIETHIT) KIUEHTAM ceTH (CHCTeMbI)
- OJHOYPOBHEBOH 3aIIMTHI CETU, CUCTEMBI

- COBMCCTI/IMLIX, OJHOTHUITHBIX MTPOIrpaMMHO-TEXHUYCCKHUX CPEIACTB CETU, CUCTCMBL

14) K OCHOBHBIM THIIaM CpPEICTB BO3ACHCTBHUI HA KOMIBIOTEPHYIO CETh
otHOCHUTCS: - KoMITBIOTepHBIi cOOi

- Jlornuyeckue 3aKIaAKH («(MHHBI»)

- ABapuiiHO€ OTKJIIOYEHHUE MUTAHUS

15) Korma monyden ciam 1o e-mail ¢ mpruitokeHHBIM (aifiioM, cleryer:

- [IpounTaTh NprUIIOKEHHE, €CIIH OHO HE COACPIKUT HUYETO [IEHHOTO — YIAIUTh

- CoxpaHuTh npuokenue B napke «Cram», BESICHUTB 3aTeM [P-anpec reneparopa cnama
- YaauTh NMCBMO C NIPUJIOKEHHEM, He PACKPBIBas (He YNTAasf) ero

16) puamun Kupxroda:

- CexpeTHOCTH KITI04a ONpe/ielieHa CEKPETHOCTBIO OTKPBITOTO COOOLICHUS

- CexpeTHOCTh MH(OPMAIIMHU ONpEeNICHa CKOPOCTHIO MEpeaadr JaHHbBIX

- CeKpeTHOCTb 3aKPBITOr0 COO0IIEHUS ONpeeIseTcsl CEKPEeTHOCTBIO KII04a

17) OUII — aro:

- DJICKTPOHHO-ITU(PPOBOI MPeodpa3oBaTeb
- JyekTpoHHO-IH(POBas MOANNCH

- DnexTpoHHO-IIM(POBOIT ITporeccop

18) Haubonee pacrpocTpaHEeHBI yTrpo3bl HHGOPMAIIMOHHOW OE30ITaCHOCTH KOPIIOPATHBHOM
cuctemsl: - [lokynka Henunen3uonHoro 10



- OmmoKkn IKCIUTyaTaAM1 1 HEYMBINVICHHOT0 N3MEHCHUSA PEeKUMa paﬁon CHUCTEMBI
- Co3HATEIBHOTO BHCAPCHUA CCTCBBIX BUPYCOB

19) Haunbonee pacripocTpaneHbl yrpo3sl HHOPMAIIMOHHON 0€3011acHOCTH
cetu: - PacnipesieneHHbIi 10CTYI KIIMEHT, 0TKa3 000py10BaHHs - MoOpallbHbIH
W3HOC CETH, HHCAHIePCTBO

- Cooii (oTKa3) 000pyI0BaHHUs, HeJlerajbHOe KONMUPOBAHHE TAHHBIX

20) Haubonee pacrpocTpaHeHbl CpeACTBa BO3EHCTBISI Ha ceTh oduca:

- CnaOsrif TpaduK, HHHOPMAIIMOHHEIH 00MaH, BUPYCH B HHTEPHET

- Bupycsl B ceTH, JIOrH4eCKHe MUHBI (3aK/JIa1KH1), MHPOPMAaLMOHHBIA NepexBaT
= KOMHLIOTeprIe C6OI/I, HN3MCHCHHUC aIMUHCTPHUPOBAHUSA, TOIIOJIOTHUHU

21) Yreukoit uHGOPMAIIMH B CHCTEME HAa3bIBACTCS CUTYALlUs, XapaKTeprU3yeMast:
- [loTepeii JaHHBIX B cUCTEMeE

- 3menennem ¢opmsl nHGOpMAIIH

- I3menenuneMm conep:kanust HHQOpMaIH

22) CoticTBamMu HHPOPMALNH, HanOOIee aKTyaTbHBIMH IIPH 00eCTICUCHUN
MH(OPMALMOHHON 6E30ITaCHOCTH SIBJISIFOTCS:

- lenocTHOCTH

- JlocTynHoCTb -

AxTyansHOCTbl

23) Yrposza na}popMaImoHHOH cucTeMe (KOMITBIOTEPHON CETH) — TO:
- BeposiTHoe co0bITHE

- JleTepMUHHPOBAHHOE (BCETa ONpeeIeHHOe) COObITHE

- Co0ObITHE, TPOUCXOIAIIEE TEPHOANIECKI

24) Nudopmanus, KOTOPYIO CIEAyeT 3allUIIaTh (IO HOpMaTUBaM, IIPaBUIaM CETH, CHCTEMBI)
HazbIBaeTcs: - PernmamentupoBanHoil - [IpaBoBoit

- 3ammmaemoii

25) Pa3HOBHIHOCTSIMH yTPo3 0€30TIaCHOCTH (CETH, CHCTEMBI) SIBIISIOTCS BCE TIEPUHCICHHOE B CIIUCKE:
- IlporpamMmmHbIe, TEXHHYeCKHE, OPTAaHU3AINOHHBIE, TEXHOJIOTHYeCKHe

- CepBepHbIe, KIINEHTCKHUE, CITyTHUKOBBIC, HA3eMHBIC

= .HI/I’-IHI)IG, KOPHOpaTUBHBLIC, COLIMAJIbBHBIC, HALTUOHAJILHBIC

26) OxoHYATENbHO, OTBETCTBEHHOCTH 32 3aIUIIEHHOCTh JAaHHBIX B KOMITBIOTEPHOM CETH HECET:
- BaageJsen cetn

- AIMUHUCTpATOp CEeTH

- Ilonmp3o0Barens ceTn

27) lonutuka 6€30MaCHOCTH B CUCTEME (CETH) — 9TO KOMILJIEKC:

- PykoBoacTs, Tpe0oBannii o0ecrneyeHnst He00X0AMMOro ypoBHs 0€30I1aCHOCTH
- UHCTpyKINii, anropuTMOB TIOBEICHHS TIOJIB30BATENS B CETH

- Hopms! mH(OpMaIIOHHOTO TIpaBa, COON0JaeMbIe B CETH

28) Haunbomnee BaXXHBIM IIPH PeaTH3alNN 3aIIUTHBIX Mep TOTUTHKH 0€301T1acHOCTH

ABISIETCS: - AYIWT, aHAJIM3 3aTPaT Ha IPOBEJCHUE 3aIIUTHBIX Mep - AYANT, aHAIH3

6e3omacHoCcTH

- AyIMT, aHAJIN3 YSI3BUMOCTeii, pUCK-CUTy AU

29) AHTHUBHpPYC, KOTOPBII 0OECIIeunBaeT IIOMCK BUPYCOB B ONEPaTUBHON MaMsTH, Ha BHEITHUX
HOCHTEJISIX ITyTEeM TI0/ICUETa U CPABHEHHUS C 3TAJIOHOM KOHTPOJIBHON CYyMMBI:

- AeTeKTOp

- JIOKTOP -

CKaHep -

peBH30D -

CTOPOX

30) [ToreHuManbHpIe Yrpo3bl, POTHB KOTOPBIX HAMPABICHBI TEXHUYECKHE MEPbI 3alUThl HH(OPMAIHH



- IloTepn nH(popManuu u3-3a c60eB 000PY/I0BAHMS, HEKOPPEKTHOM padoThl MPOrpaMM M OLIUOKHU
00CJIy’KMBAIOIIero MEepCoHAJIa H NM0JIb30BaTe el

- [lorepu nHdopManny n3-3a XaJaTHOCTH 0OCITYKUBAOLIETO MIEPCOHANA U HE BEICHUS
CHCTeMbI HaOJIIOACHUS

- [lorepn nadopmanny n3-3a He JOCTATOYHONW YCTAHOBKU PE3CPBHBIX CHCTEM 3JIEKTPONUTAHUH U
OCHAII[CHNE TOMEIICHNH 3aMKaMH.

- [Totepu nadopmanum n3-3a He JOCTATOYHON YCTAHOBKH CHTHAIIM3AIMHU B IOMEIICHUH.

- IIpoueccrr npeobpa3oBanys, Py KOTOPOM HH(pOpManus yaaseTcs



[Ipunoxenue 2

Pedepar (3cce, nokian)

[Tpouenypa nposeneHus

O011ee KOJIMIECTBO TEM 19 Tem

Cpoxu / [lepnoIn4HOCTh BbIIaYH U KOHTPOJISI | B TEUEHUE ceMecTpa
penieHus 3a1a4y

2. Illkana oLeHUBaHUsA C YYETOM CPOKa cAadu

Kputepuu onieHkH kauecTBa pelieHus 3agaqu bann

OOyuaronuiicsi MOKa3bIBaCT BBICOKWH YPOBEHb 3HAHWI B O0JACTH TEMBI OT1nn4uHO

MOATOTOBJIEHHOTO pedepata. Tema pedepara akTyanbHa, IpoOJIeMaTHKa BOIPOCOB
packpsITa. VICIIonb3yroTCsl COBPEMEHHBIE MHCTPYMEHTEI Iepeiaddl HH)OpManH

OOyuaronuiicsi TOKa3bIBAa€T JOCTATOYHBI YPOBEHb 3HAHWH B OOJACTH TEMBI Xoporo

MOATOTOBJIEHHOTO pedepara. Tema pedepara akTyanpHa, MpobOIeMaTHKa BOIPOCOB
packpsbiTa. Vcnone3yroTcsi COBpeMEHHbIe HHCTPYMEHTHI TTepead HHGopMauu

OOyuaronuiicss MOKa3bIBaeT HEIOCTATOYHBIA YpOBEHb 3HAHMH 10 TE€ME Hay4HOTO Y I0BIETBOPUTEIBHO

uccienoBanus. Tema pedepaTa akTyadbHa, HO HpoOJIEMaTHKa BOIPOCOB PAaCKpPhITa
cna6o. Cnabo UCIONIB3YIOTCSl COBPEMEHHBIE HHCTPYMEHTHI Iepeaadn HHHopMaLuu

OOyuaronuiicsi TOKa3bIBaCT HHU3KMH YypPOBEHb 3HAHMKH B OOJACTH HAYYHOTO HeynosneTBoputensHO

uccienoBanus. Tema pedepara akTyanbHa, HO TpoOIeMaTHKa BOIPOCOB HE PACKPHITA.
He ncnone3yrorcsi coBpeMEHHbBIE HHCTPYMEHTHI TIepeaadn HH(opMaim

O XN kW

Temsbl
[TpuHIMTIBI ¥ TpaBUJIa YHPABJICHUS IEPCOHATIOM
[TpuHIMIBI ¥ TpaBUIIa OPTaHU3ALIUYU CITY>KObI 0€30MacCHOCTH
CpenctBa (pusndeckoit 6€301MacHOCTH
Texauueckas 3amura nHpopmarmu. KaHnamsr yredex
CucteMsl ynpaBieHUs: UASHTH(PHUKAIMOHHBIMY JaHHBIMU U TocTynioM (IAM);
CucreMbl OAHOKPATHON U MHOTO(AKTOPHON ayTeHTU(UKALIUY B
KOPIIOPaTUBHBIX CETAX;

. Cucremsl ynpaBiieHus 1ocTynoM K uapopmarmu (IRM);

. CucreMbl 3alIMTHI OT aTak Ha NpukiIaaHoM ypoHe (WAF);

. Cucremsl ynpaBiieHUs HHIMACHTaMH B coObITusiMU 1B (SIEM);

. CucreMspl 3aIUTHI OT YTEUKH KOHpUaeHTnansHo nHbopmanmu (DLP);

. O6bexThI momTHKH Oe3omacHoctd OC, mpUMephl peann3aim

. Cpencrtsa mm¢ppoBanus (aiiaos, IUCKOB, APXUBOB

. CpeznctBa yrpaBieHHs! LEIOCTHOCTBIO JAHHBIX

. Cucrema o6Hapyxenus atak(IDS)

. Ilouck ys3Bumocren

. Cuctemsl ynipaBienus coorBerctBueM TpedoBanusim Mb (Compliance Management);




II. ITpomexxyTOUYHas aTTECTAlNS
[Tpunoxenue 3

3aueT

1. Tlpomenypa npoBeneHus

OO0111ee KOJIMYECTBO BOIIPOCOB K 3a4ETy 20 BompocoB
KomuuecTtBo OCHOBHBIX 3aJ]JaBaéMbIX | 5 BOIIPOCOB
BOIIPOCOB
dopmar npoBeAcHU YcerHO
2. [Ilkana olEHUBAHUS C YY€TOM TEKYIIEro KOHTPOJs paboThl oOydaromierocs B
cemecTpe
Kputepun  onenku YPOBHAC(POPMHUPOBAHHOCTHU bann

KOMHGTCHLII/II\/'I IO AUCHUIIIIMHE
BBICTABIIICTCAO0YTAIONIEMYCSBBITIONTHIBIIEMY TECTH
3alIUTUBIIEMY pedepar, el ypoBeHb 3HaHWH, YMCHIN 1 HAaBBIKOB

3auTeHo
COOTBETCTBYET YPOBHIO OLICHOK «OTJIMYHO», «XOPOIIO» HIIN
«Y/IOBJIETBOPUTEIIEHOY.
BBICTABISIETCSI OOY4YaIOIIEMyCsl, HE BBIIIOJHUBIIEMY TECT U HE
3aIUTHBIIEMY pedepaT B TEUEHHE CeMecTpa, IN00 Yel YPOBEHb
He 3a4reno

3HaHPII71, yMeHI/Iﬁ U HaBbBIKOB COOTBETCTBYCT YPOBHIO OILICHKH
«HCYOOBJICTBOPUTCIIBLHO.

(O8]

Bormpocs! 1 3anaun (mpu HEOOXOIMMOCTH) K 3a4ETY

Yewm yrposa Wb otiimuaercs ot ya3sumoctu Ub?
JlaiiTe onpeneseHne NOHATHIO PUCKA.

98]

Kakune HeocTaTku MMEIOT HECUMMETPUYHBIE METO Bl IU(PPOBAHUS TIEPE]T
CUMMETPUYHBIMU?

B yem 3akitogaercs npoGieMa ynpapiaeHUs Kiro4amMu?

I'ne ucnonwzyetcs creranorpadus?

Onummre TpUHLIUI PabOTHl U(PPOBOI MOAMUCH JOKYMEHTA.

UYrto Takoe rocygapcTBeHHAs TalfHa U KaKOB OTBETCTBEHHOCTH 3a €€ HecoOJtoieHne?
Kakune 1oKyMeHTBI perfiaMeHTUPYIOT 3alUTy MEPCOHATBHBIX JaHHBIX.

Kaxk oxpaHstoTCst pe3yJibTaTbl MHTEIUIEKTYaIbHOM eI TeIbHOCTH ?

= 0 0 N ok

0. Kakas cymiecTByeT OTBETCTBEHHOCTb 3a HapylIeHUs B chepe HHPOPMAIIMOHHOM
Oe3omacHOCTH?

11. Kakwue cymectBytoT crioco6sl onieHku Ub.

12. Kakyto posib HTpatoT OpraHu3alMOHHO-PeXUMHbBIE Mephl B chepe B?

13. JlaiiTe onpeaeneHrne MOHATHIO MOJUTHKA 0€301TaCHOCTH.

14. B uem cyniHocts ataku «KBua mpo kBo».

15. Yto Takoe «(HUIIMHTY, «BULIMHIY, «CMUIIUHIY, «(apMUHI»?

16. Kak 3auTuTh OT MOIIEHHUKOB B MIHTEepHETE?



17. Ha3oBuTe OCHOBHBIE yTpo3bl (pr3nyeckoit 6€30MacHOCTH.
18. HazoBuTe nporpaMMHbI€ CpeICTBA JJIs1 KOHTPOJIS IEPUMETPA.
19. OnuumuTe NPUHIMIIB pa0OThl AHTUBUPYCOB?

20. Kakue cyniecTByrOT BH/IbI CETEBBIX IKPAHOB?



